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Designing a Secure REST (Web) API without OAuth
by Riyad Kalla on APRIL 26, 2011 in PROGRAMMING

Situation

You want to develop a RESTful web API for developers that is secure to use, but
doesn’t require the complexity of OAuth and takes a simple “pass the credentials in
the query” approach… or something equally-as-easy for people to use, but it needs to
be secure.

You are a smart guy, so you start to think…

Problem

You realize that literally passing the credentials over HTTP leaves that data open to
being sniffed in plain-text; After the Gawker incident, you realize that plain-text or
weakly-hashed anything is usually a bad idea.

You realize that hashing the password and sending the hash over the wire in lieu of
the plain-text password still gives people sniffing at least the username for the
account and a hash of the password that could (in a disturbing number of cases) be
looked up in a Rainbow Table.

That’s not good, so you scratch your head some more…

Then you realize that a lot of popular public APIs seem to
use a combination of two values passed along with each
command request: one public value and one (hopefully)
private value that only the account owner is suppose to
know.

“Still not quite right!” you exclaim, because in this case (which is really a
username/password scenario all over again) you still suffer from the same problems
(sniffed traffic) that sending the username and password in plain text had.

At this point you are about to give up and concede to using OAuth, but you insist that
there has to be a secure but relatively easy way to design a public web API that can
keep credentials private.

Solution

After doing Peyote for 2 days straight (you should find
better ways to relax) it finally dawns on you: Amazon Web
Services has one of the largest and most used web APIs

online right now, and they don’t support OAuth at all!
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What about the scenario where you are writing a public-facing API like Twitter,
where you might have a mobile app deployed on thousands of phones and you have
your public and private keys embedded in the app?

On a rooted device, those users could likely decompile your app and pull your private
key out, doesn’t that leave the private key open to being compromised?

Yes, yes it does.

So what’s the solution?

Taking a hint from Twitter, it looks like to some degree you cannot avoid this. Your
app needs to have it’s private key (they call it a secret key) and that means you are
open to getting your private key compromised.

What you can do though is to issue private keys on a per­application­basis,
instead of on a per-user-account basis. That way if the private key is compromised,
that version of the application can be banned from your API until new private keys
are generated, put into an updated version of the app and re-released.

What if the new set of keys get compromised again?

Well yes, that is very possible. You would have to combat this in some way on your
own, like encrypting the keys with another private key… or praying to god people
will stop hacking your software.

Regardless, you would have to come up with some 2nd layer of security to protect
that new private key, but at least there is a way to get the apps deployed in the wild
working again (new version) instead of the root account being locked and NONE of
the apps being able to access the service again.

Update #1: There are some fantastic feedback and ideas on securing a web-API
down in the comments, I would highly recommend reading them.

Some highlights are:

Use “nonce” (1-time-use-server-generated) tokens to stop replay attacks AND
implement idempotentcy in your API.
The algorithm above is “95% similar to ‘two-legged’ OAuth 1.0“, so maybe look
at that.
Remove all the security complexity by sending all traffic to go over SSL
(HTTPS)!

Update #2: I have since looked at “2-legged OAuth” and it is, as a few readers
pointed out, almost exactly the process described above. The advantage being that if
you write your API to this spec, there are plenty of OAuth client libraries available
for implementors to use.

The only OAuth-specific things of note being:

OAuth spec is super­specific with how you need to encode your pararms, order
them and then combine them all together when forming the HMAC (called the
“method signature” in OAuth)
OAuth, when using HMAC-SHA1 encoding, requires that you send along a nonce.
The server or “provider” must keep the nonce value along with the timestamp
associated with the request that used that nonce on-record to verify that no
other requests come in with the SAME nonce and timestamp (indicating a
“replay” attempt). Naturally you can expire these values from your data store
eventually, but it would probably be a good idea to keep them on-file for a while.

The nonce doesn’t need to be a secret. It is just a way to associate some
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